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Business
processes

IT

Distance between IT and business
Traditional business models

Convergence of IT and business
Inter Enterprise business (B2B/B2C)
Increase of Global reach
e-business models

consumer organization
information
technology

Business
processes

IT

(increased need for 
trust, privacy, 

security....  Business 
Continuity)

consumer organizationinformation
technology

IT & business process are converging while consumers are IT & business process are converging while consumers are 
interacting directly with IT... this leads to increased needs for IT interacting directly with IT... this leads to increased needs for IT 
availability to support Business Continuity requirements. availability to support Business Continuity requirements. 

   New business model
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Planned vs. Unplanned Outages
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Change Control
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Many types of disastersMany types of disasters

A/C Failure
Acid Leak
Asbestos
Bomb Threat
Bomb Blast
Brown Out
Burst Pipe
Cable Cut
Chemical Spill
CO Fire
Condensation
Construction
Coolant Leak
Cooling Tower Leak
Corrupted Data
Diesel Generator
Earthquake
Electrical Short
Epidemic

Evacuation
Explosion
Fire
Flood
Fraud
Frozen Pipes
Hacker
Hail Storm
Halon Discharge
Human Error
Humidity
Hurricane
HVAC Failure
H/W Error
Ice Storm
Insects
Lighting
Logic Bomb
Lost Data

Low Voltage
Microwave Fade
Network Failure
PCB Contamination
Plane Crash
Power Outage
Power Spike
Power Surge
Programmer Error
Raw Sewage
Relocation Delay
Rodents
Roof Cave In
Sabotage
Shotgun Blast
Shredded Data
Sick building
Smoke Damage
Snow Storm

Sprinkler Discharge
Static Electricity
Strike Action
S/W Error
S/W Ransom
Terrorism
Theft
Toilet Overflow
Tornado
Train Derailment
Transformer File
UPS Failure
Vandalism
Vehicle Crash
Virus
Water (Various)
Wind Storm
Volcano

Source: Contingency Planning Research, Inc.., 1/30/95

   

 

 RS/6000

Other
UNIX/NT S/390
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plan

current 
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capability 
analysis

Education & consulting
purpose

Plan development
purpose

IBM's BRC
methodology
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Activity 1
Purpose:
Tasks:

Output 1.1:
Output 1.2:
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Activity 2
Purpose:
Tasks:

Output 2.1:

Stage 1 Activity 1
Task 1.1

Purpose:
What to do:
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Stage 1
Purpose:

Workbook

Stage 2
Purpose:

Stage 3
Purpose:

Nestlé BCP workbook

guidelines

  
IBM BRC (Business Recovery Consulting) 
methodology
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threat 
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impact 

analysis

recovery
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design 
recovery 
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IT 
recovery 

plan

vital processes
identification

outage
costs

threshold
definition

tolerable
outage

planning of
gap elimination

step by step
(short, medium,

long terms)

solution design
(technology,
organization,

operation)

I/T plan
development

test

maintenance
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events probability

safeguard
effectiveness

assets
value potential

loss

vulnerability

security
preventive
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current 
recovery 
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chain for vital processes

current
recovery
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corporate wide plan for
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n
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IBM BRC (Business Recovery Consulting) 
methodology
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 IBM BRC (Business Recovery Consulting) 
methodology - the Stages

The different stages are:
· Threat Assessment to define preventive actions (and not only remedies).
· Business Impact Analysis (BIA) in order to justify the necessities and the requirements for recovery 
solutions.
· Current Recovery Capability Analysis to define the current recovery capabilities and the characteristics of 
the current technical environment
· Recovery Strategy to define which possible solutions exist and to chose the most adapted
· Design Recovery Solution to design in detail the chosen solution (named Enterprise Solution Study in the 
method)
· Business Recovery Plan to define a plan describing the tasks that users have to do in case of a disaster to 
be able to perform vital business functions.
· Infrastructure Recovery Plan to create a plan stating what to do with IT and facilities in the alternate site in 
case of a disaster. Compared to the methodology, this stage is an extension of the IT recovery plan from the 
methodology.
· Maintain Solution and Plans to ensure that the recovery solution and the business continuity and recovery 
plans are up-to-date and effective. Compared to the methodology, this stage represents the maintenance part 
of the business continuity and recovery plans of the methodology.
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IBM BRC (Business Recovery Consulting) 
methodology

Business
oriented
stages

Technically
oriented
stages

threat assessment

business impact
analysis

current recovery
capability
analysis

recovery
strategy

design recovery
solution

business
recovery plan

Infrastructure
recovery plan

Analysis
phase

Design
phase

Implementation
phase

maintain
solution/plans
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IBM BRC (Business Recovery Consulting) 
methodology - information flow

 threat assessment 

business impact
analysis

current recovery
capability
analysis

recovery
strategy

design recovery
solution

business
recovery plan

Infrastructure
recovery plan

Mandatory stages

Analysis
phase

Design
phase

Implementation
phase

Legend
               or                :  Information flow

maintain
solution/plans
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BC&RS solutions
BC (Business Continuity) <==> HA (High Availability)   
(solutions to face with planned and unplanned outages)

short business interruption (less than 12 hours)
more expensive

RS (Recovery Services) <==> DR (Disaster 
Recovery)   (solutions to face with disasters)

longer recovery time (24-72 hours)
less expensive

HA solution HA solution couldcould or  or could notcould not include DR !  include DR ! 
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DR Solution Requirements
Flexible: to handle Complexity as your enterprise grows

New platforms, new client interfaces
Scalable: to handle Data growth, Compound Growth: 30 -35% / year

TB is the typical unit of measurement on any platform

Minimizes Planned and Unplanned Outages: Today, 24x7x365 
hour of operation eliminates your ability to traditionally backup data 
Recovery Speed: Required recovery speed determines technological 
choices to meet business objectives
Maintenance and Testing:  of DR solution without impacting 
production or DR capability

Operations StaffOperations Staff

Applications Staff

Network Staff

Managment Control

Physical Facilties
Telecom Network

Data 

Operating 
System
Applications 

RS/6000

Other
UNIX/NT S/390

RS/6000

Other
UNIX/NT
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Unplanned Outage Objectives 

Business Objectives for Disaster Recovery
Recovery Time Objective

how long can you afford to be without your systems
Recovery Point Objective

when it is recovered, how much data can you afford 
to lose

Network Recovery Objective
how much of the network must be restored

These must be established before you can 
select a technology

Risks in spending Risks in spending too muchtoo much as well as  as well as too littletoo little
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Business Impact
Analysis

Maximum acceptable response time impact vs. 
maximum acceptable transaction loss by business 
process 
Is still a tradeoff 

Business Impact Analysis -                       
Solution Design Criteria

SYNCHRONOUS remote copy 
response time impact is 
acceptable

Response time requirements 
dictate ASYNCHRONOUS 
remote copy 

True Asynchronous solutionsPoint in time copies Synchronous Disk 
mirroring solutions
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Recovery Metrics

Time to Recover             15 Min. 1-4 Hr.. 4 -8 Hr.. 8-12 Hr.. 12-16 Hr.. 24 Hr.. Days

Tier 6 - Near zero or zero Data Loss: Remote DASD Mirroring with 
automated takeover on a complex-wide or business-wide basis 

Tier 5 - Two Site, Two-Phase Commit

Tier 4 - Batch/Online database shadowing & journaling

Tier 3 - Electronic Vaulting

Tier 1 - PTAM*
Tier 2 - PTAM  & Hot SitePoint-in-Time Backup

Active 
Secondary Site

Dedicated Remote Hot Site

SHARE 78 Recovery Tiers 

C
os

t  
   

   
   

 

*PTAM = Pickup Truck Access Method
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Solution Criteria
Balanced against delivery of 
your Services
Multi-platform support
Scalability
Minimal impact to production 
environment

performance
operations

Stability of the solution
Timeliness of solution
Testable solution

Goal
Software and hardware 
insuring the integrity of your 
data.
Cost effective

DR Technology Choices

C
os

t

Time

Cost of 
Solution 

and 
Time to 
Recover

Cost of 
Outage 

over Time

Cost/Time
Window
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Decisional steps following a disaster

Emergency
response

Emergency
response

Operate the
alternate site

Operate the
alternate site

Gather crisis
teams

Gather crisis
teams

Initiate alternate
site

Initiate alternate
site

Try to
maintain user

activity

Try to
maintain user

activity

Run user
activity on the
alternate site

Run user
activity on the
alternate site

Try to recover
the original

site

Initiate
recovery
solution?

Move to
recovery
solution?

DisasterDisaster

Rebuild the
original site

Return to the
original site

Sample

Plan steps

Not included in the infrastructure and/or business recovery plans

Decision point

SampleSample

Sample

Business recovery
plan

Handled by the emergency response team Handled by the crisis management team 
and the crisis operational team

Infrastructure 
recovery plan
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Successful  Disaster Recovery
1. A Documented Process for Recovery

Updated and exercised regularly  

2. A system environment in which to recover
Hotsite; dedicated equipment; combination
Including a network environment

3. A protected repository for information 
System, database, control, synchronization

4. Accurate, available, trusted data updates 
Software role

5. Skilled, experienced people to perform the recovery

IBM has the IBM has the Portfolio Portfolio andand Services Services for a  for a 
Successful Disaster Recovery Successful Disaster Recovery SolutionSolution
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IBM Business Continuity & Recovery Services IBM Business Continuity & Recovery Services 

Performance

HIgh availability   
+ continuous
   operation

Business
Recovery

Continuity Recovery

Business Continuity &
Recovery Consulting

Managed Security Services
- Intrusion Detection
- Vulnerability Scanning
- Firewall Management
- Web Security Scan

Capacity Backup Upgrade 
S/390

Backup for printing and 
printing refinement

Stationary and mobile 
contingency solutions

Emergency
HW Supply

Call Center / Workplace Recovery

Recovery planning

Managed Hot 
Backup Services

Datacenter consolidation

Datacenter projects / outtasking

Relocation Backup Services

Testing Services
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$ 30 Billion in Revenue
Largest IT
Services
Provider

World Leader in 
Security and 
Privacy Services

World Leader in 
Business Continuity 
and  Recovery

$ 5  Billion in Revenue
with SMB Customers

130,000 Skilled 
Professionals
in 160 Countries

Over 25,000 Systems
Integration Contracts

Leader in Product 
Support with 10 Million 
Machines under Contract

IBM Global ServicesIBM Global Services    
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Which solution fits better ?
IBM Romania & Business Partners provide 

- business recovery consultancy (BRC)
- disaster recovery (DR) solutions design
- DR solutions implementation
- DR plans
- DR solutions testing
- DR centers
- DR backup machines in less than 24 hours !

Full support from IBM Germany and other european  BC&DR teams

Contact point in IBM Romania:  Valentin Iordachescu
           Integrated Technology Services
           Business Consultancy & Recovery Services
           World Trade Center,  intr. D,  et. 3, sect.1 Bucuresti

      tel.  224.15.44,   fax.  224.3922, 
        e-mail:  valentin@ro.ibm.com
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Questions


